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John Johnson

March 17, 2025 Diana Atkeson

Vanessa Doyle

Mark McCullough, Director
Fleet Management

210 North Lena Road

San Bernardino, CA 92415

RE: Information Systems Security Controls Follow-up Audit

We have completed a follow-up audit of the Fleet Management Department’s (Department) Information
Systems Security Controls for the period of January 1, 2024, through August 29, 2024. The objective of
the audit was to determine if the recommendations for the findings in the Fleet Management Information
Systems Security Controls Audit report dated June 13, 2023, have been implemented. We conducted
our audit in accordance with the International Standards for the Professional Practice of Internal Auditing
established by the Institute of Internal Auditors.

We have provided a status of the audit findings identified in the original audit report issued on June 13,
2023. Of the 2 recommendations from the original audit report, 1 has been implemented and 1 has been
partially implemented.

We sent a draft report to the Department on January 30, 2025. The Department’s responses to the current
status of our recommendations are included in this report.

We would like to express our appreciation to the personnel at the Department who assisted and
cooperated with us during this engagement.

Respectfully submitted,
Ensen Mason CPA, CFA

Auditor-Controller/Treasurer/Tax Collector
San Bernardino County

By:
Denise Mejico, CFE
Chief Deputy Auditor
¢268 West Hospitality Lane, Fourth Floor, San Bernardino, CA 92415-0018 [ 268 West Hospitality Lane, First Floor, San Bernardino, CA 92415-0360
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Scope and Objective

Our audit examined the Department’s Information Systems Security Controls for
the period of January 1, 2024, through August 29, 2024.

The objective of this follow-up audit was to determine whether the Department
implemented the recommendations contained in the prior audit report, Fleet
Management Information Systems Security Controls Audit, issued on June 13,
2023.

Methodology

In achieving the audit objective, the following audit procedures were performed,
including but not limited to:

¢ Interviews of Department staff

¢ Reviews of Department policies and procedures related to information
systems security controls

¢ Review of last audit

¢ Sampling and examination of password change reports, active user reports,
and other system-generated reports
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Prior Finding 1: Passwords were not changed periodically.

The San Bernardino County Policy Manual Section 09-06 Computer System Data
Security states that passwords will be periodically changed by the users in
accordance with procedures established by the Office of Management Services.

The following conditions were identified during our testing:
e There were 19 out of 123 employees who had not changed their password
in Faster Web within the last year.
e There were 18 out of 28 employees who had not changed their password
in Faster Motor Pool within the last year.

The Department did not have a policy or procedure requiring passwords to be
changed periodically. When policies and procedures are not established, the risk
of unauthorized personnel gaining access to the Department’s information
systems and making unauthorized changes increases.

Recommendation:

We recommend the Department develop, implement, and communicate
procedures regarding password strength and change frequency requirements.
Additionally, we recommend that passwords be periodically changed according to
the established Department procedures.

Current Status: Implemented

The Department follows San Bernardino County Policy Manual 09-06 — Computer
System Data Security as it relates to passwords and has distributed an internal
memo to staff requesting passwords to be changed annually in accordance with
County Policy.

Furthermore, the Department ensures passwords are changed periodically by
reviewing the staff’s last password change date. A second reminder in October is
sent to staff who have not updated their passwords. Finally, in November, the
Department will inactivate user accounts for all staff who have not changed their
passwords. These accounts can only be reactivated by authorized administrative
personnel, and the system will require the password to be changed once staff
attempts to login.
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Prior Finding 2: Access to information systems was not removed when
employees terminated County employment.

The San Bernardino County Policy Manual Section 09-06SP County Central
Computer System Data Security states that County assets in the form of computer
data must be protected from unauthorized disclosure, modification, and
destruction. The County Central Computer System must be secure from outside
intruders, and County employee access must be restricted to authorized limits.

The following conditions were identified during our testing:
e There were 2 out of 123 active accounts in Faster Web for which access
was not removed when employees were terminated.
e There were 7 out of 28 active accounts in Faster Motor Pool for which
access was not removed when employees were terminated.

The Department does not regularly review and compare active accounts to
terminated employee listings. When terminated employees have active accounts
in the Department information systems, the risk of unauthorized changes in the
systems is increased.

Recommendation:

We recommend the Department develop, implement, and communicate
procedures to perform documented reviews of active user accounts and compare
them to terminated employee listings. Additionally, we recommend the Department
periodically review active user accounts and compare them to terminated
employee listings according to the established Department procedures.

Current Status: Partially Implemented

The Department has updated their policies and procedures and requires Form
FLTM 061 ITD Onboarding and Separating Employees Checklist to be completed
and filed in the employee’s personnel file. The on/off-boarding checklist is used to
record which systems the new hire was granted access to and, upon the
employee’s departure from the Department, to record the date in which access to
such systems is removed.

The Department verifies, in two different instances, that access to accounts is
restricted for the employees who depart from the County, or Department. The first
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instance is at the time of termination, and the second instance is during the annual
password update review process. The Department has reviewed and compared
active accounts to terminated employee listings and all of the tested accounts were
inactive.

However, when we tested 3 terminated employees whose access had been
removed, there were 2 accounts in which access was not removed within a
reasonable timeframe when terminated. One employee’s access was removed 3
years after the termination date and another’s access was removed 8 months
after the termination date.

Additionally, the following conditions were identified when we tested 6 active user
accounts:
e There were 2 out of 3 active user accounts in the Fuel View Active User
list for which access was not removed when employees were terminated.
e There were 1 out of 3 active user accounts in the Faster Web Active User
list for which access was not removed when employees were terminated.

Management’s Response:

Fleet acknowledges the audit findings and is committed to strengthening IT
security by improving password management practices. To enhance password
security and compliance, the department agrees with the findings and will
implement the following measures:

e Onboarding and Offboarding Compliance: Fleet will communicate and
provide training on completing Form FLTM 061 — ITD Onboarding and
Separating Employees Checklist to ensure proper account management.

¢ Monthly Password Review: Fleet will conduct reviews of department user
password changes (excluding actual passwords) to verify that updates are
made in accordance with the new policy.

o Verify Access: The department will prevent terminated employees from
accessing terminated accounts in FASTER and Fuel View by removing
account holder access to terminated employees. This is done by the ITD
embedded staff running a password access report and cross referencing
the list with the offboarding forms provided by the Payroll Specialist. This
is the same technical process that is used now; however, we are increasing
the frequency. We are adding a monthly review in addition to the action
that should happen in real time and annually.
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These steps will reinforce Fleet's commitment to IT security and ensure
compliance with established County policies.
Auditor’s Response:

The Department’s actions and planned actions will correct the deficiencies noted
in the finding.





